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1. Introduction

Tokenized payment flow is provided for the customers upon merchant’s request for recurring card payments using WEBXPAY
hosted payment gateway solution. IPG provides the facility to store tokens based on card on file mechanism. And if a customer

requires to make a one-time payment, the solution facilitates the process of payment without saving card on file or can use the
workflow as URL redirection.

1.1 Purpose

This integration guide helps the developers fluently understand hosted tokenized solution’s workflow and its functionalities. This
will be the document which the development, testing and acceptance regarding the tokenized solution will be of effect.

1.2 Scope

The scope covers the IPG hosted solution provided by WEBXPAY.

2. Tokenized Hosted Payment Workflow

Commercial Bank’s hoste:

session
Merchant’s App | I WEBXPAY Tokenise AP |
Provided credentials Authenticate

|
v

v

JWT
Form to enter
Save customer card information card details |~T Send save card request » | Save card (token)
Get customer card information < Request to get saved cards|| |« > | Retrieve card details |
Pay from saved card information . | Request to pay - » | Pay from card
» | from saved card o~ =
T Request to delete the saved card Request to delete card > Delete card
Pay by session Request to pay by session
o \ Al >
Form to enter
card details
T Commercial Bank'’s hoste:
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3. What we provide

To implement tokenized solution from merchant’s side, the following documentation and sample codes including APIs, codes and
libraries are provided.

Hosted Session (sample code)

Hosted-Tokenize PHP Sample
E Refund-Request. pestman_collection.json
E Tokenization to merchant postman_collection json
P

WEEBXPAY tokenize - User floww diagram.jpg

1. Hosted session (sample code) - Implementation files of generating a session.
2. WEBXPAY PHP (Sample Implementation) - Sample tokenized solution implemented using PHP.

3. “WEBXPAY tokenize - API requests. Postman collection. Json” - The Postman collection which adheres to implement the
tokenized solution’s workflow with WEBXPAY..

4. “WEBXPAY tokenize - User flow diagram.jpg” - A User-flow diagram explaining WEBXPAY Tokenize API basic
functionalities and structure.

Download path: https://webxpay.co/Webxpay-Tokenization/Files.zip

4. Integrating the IPG

4.1 APl Request Calls Provided by WEBXPAY

The following parameters will be provided by WEBXPAY when a merchant is successfully on board with the system and the
parameters give initial access to all API requests.

o {{wxpurl}} - WEBXPAY tokenize server url

e {{username}} - API username

 {{password}} - API password

4.2 Server Authentication

The merchant requires you to send a server authentication request by providing the respective username and password provided by
WEBXPAY.

POST v {wxpurl}i/apifauth

Params Authorization Headers (10) Body » Pre-request Script Tests Settings

Jnone () form-data (O x-www-form-urlencoded € raw (O binary (O GraphQL  JSON  ~
1 o
2 "username” 1 "demo",
3 "password” i "so(KlLgczgolD™
4 i

Upon successful authentication, the merchant is given a JWT (JSON Web Token) as the response.
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1
2 "token": "eyl@eXAi0ilKVIQiLCIhbGCci0ilIUZIINLIIS.

eylpc3MiDilodHRwczpcLlwvd@IrZispemUuc 3RhZ21uZ 3hwYXkuaWsmblwy dFwnvYXBpXCOhdXRoIliwiaWF@IjoxNzEwODIBNDQ3LCI1eHAIDFE3MTEWNDABM
DcsIm5iZiTAMTcxMDEyNDOBNywianRpIjolbmZkWT12Z3hkcJ1IVZVEZSIsInNLYiI6MIYSLC Jweny 104 IxZ jdkMGUz NmMzODhiMDcyMDE 2MGULNmE 2MGY Z0W
Y 20Dk SNmFhMzExIn@ . Dd7WzDDBCH1gwRRGEx1PGXbY) GcPfxv-MkPaZBdtAChg"

Note: To access the rest of the API requests associated with each endpoint, the user is asked to link the above response token as
the Bearer Token in the Bearer Token Authorization Scheme.

Your http client library should provide a way to integrate these JWT with Bearer authentication scheme.

The rest of the API requests upon JWT authentication need to be linked to the bearer token generated by the authentication
request.

Params Autherization » Headers (12) Body e Pre-request Script Tests Settings

Type .
Bearer T.. | Token eyJOeXAIIKVIQILCJhb GelOiJIUzZITNIJS. eyl

pe3MIDIJodHRwezpecLTwwdGarZWspemUuc

The authorization header will be 3RNZ2IuZ3hwY XkuaWSmbTwvdPwyYXBpXC
) FhdXRoliwiaWFOljoxMzEwODIONDGQ3LCleH
automatically generated when you send AICJEIMTEWNDAONDeSIMSIZIBMTexMDgyN
the request. Learn more about DQONywianRpljoibmZkWTIZZ 3hkejlJV2VXZS]
Bearer Token autharization. sINNTYIIEM]Y SLC JwenYiOilxZjdkMGUzNmMz

QODhiIMDecyMDE2ZMGUINmME2ZNGY zOWY 20Dk
SNmFhMzExIn0.Dd7WzDDBCHIgWwRRGX1PGX
bQ_GcPfxv-MKkPaZBdtAChg

4.3 Save Card

To save card, you need to provide the “Session ID”” which is generated by adding card information into the iframe page provided
by IPG. Once the card details are valid and captured, a session ID will be returned.

For more information, refer to the “Hosted Session (sample code)”.
Hame
| Hosted Session (sample code)
Hosted-Tokenize PHP Sample
E Refund-Request postman_collection json
E Tokenizatien to merchant.postman_collection json
@

WEBXP&Y tokenize - User flow diagram jpg
Then the merchant is required to pass the Session ID to the endpoint which saves the card along with the following parameters.

e  session - Session ID generated using “hosted-session.”

e currency - Provide currency (LKR or USD)

e bankMID - Bank MID provided by WEBXPAY.

e secure3dResponseURL - URL to return payment result after 3ds Authentication.
e  customer - Merchant’s customer details

e customer.id - Merchant’s customer ID

e customer.email - Merchant’s customer email

e customer.firstName - Merchant’s customer first name

e customer.lastName - Merchant’s customer last name

e customer.contactNumber - Merchant’s customer number
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e customer.addressLineOne - Merchant’s customer address line one
e customer.city - Merchant’s customer city

e customer.postalCode - Merchant’s customer postal code

e customer.country - Merchant’s customer country

Headers

Headers < 9 hidden

Key Value
Accept application/json
Content-Type application/json
Authorization Bearer {{token}}
Key Value

Body raw (application/json)

POST w Hwxpurll}/api/cards/save3ds

Params  Authorization e Headers (12) Body ®  Pre-request Script  Tests  Settings

O none (O form-data O x-www-form-urlencoded © raw (O binary (O GraphQL  JSON ~
1 1
2 "session" @ "SESSIONGEE2798295625G09614147EG3 ",
3 "currency":-"LKR",
4 "bankMID" - : - "{{bank_mid}}",
5 "secure3dResponseURL": "http://localhost:3333/Ffinal_url.php",
-] "customer": - {
7 “id":-"l987",
8 “email";  "johndoe@gmail.com",
g “firstName"; “"james",
1@ "lastMame" - : - "gordan”,
11 "contactNumber": "8111111111",
12 "gddressLlineOne”: "sample linel”,
13 "city":-"colombo",
14 "postalCode":  "73151",
15 “country™: "srilanka”
16 3
17}

Note: Both “customer.id” and “customer.email” values are needed to retrieve customer card details in the next payment phase.
Once the given details are correct, you will receive the response below.

Sample Response:

“error"; true,
Uty "3ds”,
“explanation”s "3ds Rediret required to complete the transaction”,

Lnam e e e

"html3ds": "¢htmlycheadsetitlesProcess Secure Paymenﬂ@ﬂmeta http-equiv=\"content-type\" content=\"text/htnl;charset=UTF-8\"5meta name=\"description\" content=\"Process Secure Payment!"Mneta
name=\"robots\" content=\"noindex\"»style type=\“text@“>bndy {font-family:\"Trebuchet MS\",sans-serif; background-color: $FFFFFF; J4msg {border:5px solid #666; background-color:#fFf; margin:28px;
padding:25px; max-width:4dem; -webkit-border-radius: 19px; -khtwl-border-radius: 18px; -moz-border-radius: 18px; border-radius: 18px;#submitButton { text-align: center ; }#footnote (ant-si:e:@.ﬂem;}({
stylex</head><body onload=\"return window.document.echoForm. submit()\">¢form name=\"echoForm\" method=\"POST\" action=\"nttps://ap.gateway.nastercard.con/acs/visa/vd/prompt\"
Et-Reti\"UTF-E\“xinput type=\"hidden\" name=\"creg\" value=\"eyl@aHILZURTU2VydmVyVHInbnNIRCI 6B MAUINZRILINVODEENDkANCII00YILTEYIRY2Q2Z0M Yy D9\ " >enoscript ¢div 1d=\"nsg\"<div
1d=\"submitButton\"><input type=\"submit\" value=\"Click here to continue\" class=\"button\">¢/div<¢/div>¢/noscripts</form>¢ /body>¢/htnl3",

6 "3ds_iframe_body": "<div id=\"threedsChallengeRedirect\" xnlns=\"nttp://ww.n3,0rg/1999/ntml}" styg\" Fight: 108vh\"» ﬁ iﬂT\"th@ChallengekeuirectFnrm\" method=\"POST\" action=\"https://ap.gatenay.

mastercard. con/acs/visa/vd/pronpty" target=\"challengeFrame\"> <input type=\"nidden\" name=\"creg\" value=\"ey]@at]1ZURTUZVydnyyVHInbnllIRCTSI B MUINZRLWIODECHDKANC1I00YSLTERYIRLYZOZZDANYYION" /3 <

form> (iframe id=\"challengeFrame\" name=\"challengsFrane\” width=\"100%\" height=\"188%\" »¢/iframe) ¢script id=\"authenticate-payer-script\"> var e=document,getElementByld

(\"threedsChallengeRedirectForn\"); if (g) { e.cubnit(); if (e.parentlode !== null) { e.parentliode.removeChild(e); } } </scripty <i‘w)”

In this step,

card holder will be receive an OTP to their mobile number and the verification need to process. In the above response, attribute
“html3ds” indicates the html iframe page which is generated by card issuing bank. Please load the mensioned content inside
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your application/webpage to add OTP for page.Once the verification success, payee will be returned to the URL provided by
“secure3dResponseURL” with the response as below.

Sample Response:

i
"success": true,
"customer": {
"email": "johndoe@gmail.com",
Nt ¢ H1987*
¥,
"refundStatus": true,
“caxd": 4
id": “4111119350161111",
“eatdEiEst"s "41%112"™,
“cardlLast": "1114",
"scheme": "VISA",
"dateAdded": "2022-10-12T06:05:39Z2"
(s
¥

4.4 Get Customer Cards

This process explains how the customer card details need to be passed to WEBXPAY to process recurring payments. The
following values are required to retrieve the card information.

e customer.id — Customer ID that you provided when saving the card information.
o customer.email — Customer email that you provided when saving card information

POST ~ {{wxpurl}}fapi/cards/get

Params Auth e Headers (11) Body ® Pre-req. Tests Settings

raw JSON -

1 {
2 "customer™: {
3 "id": "1987"
4 "email”: - "johndoe@email.com”,
[
6 }
Sample Response:
1l
{
"cardId": "4111119350161111",
“cardFirst": "411111",
"cardlLast": "1111",
"cardScheme": "VISA"
3
I
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This API allows the merchant to request payment using the customer selected card recognized by the token.

POST v {{wxpurl}}/api/cards/pay/token3ds
Params Authorization ® Headers (11) Body » Pre-request Script Tests Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON v
1
2 “cardId": "4111119350161111",
3 "orderNumber": "order_101",
4 “"amount": "1",
5 "currency": "LKR",
6 "bankMID" : "TESTWEBXPATOKLKR",
7 "secure3dResponseURL" : "http://localhost/secure3dsPaymentResult",
8
9 "customer":{
10 " 3 “*1987",
11 "email”: "johndoe@gmail.com"
12 3
13 %

cardld - Not required if “cardFirst” and “cardLast” exist.

orderNumber - Merchant’s order number (provided by merchant’s store)
amount - The amount to be paid by the customer.

currency - Provide currency (LKR or USD)

bankMID - Bank MID provded by WEBXPAY

° secure3dResponseURL - URL to return payment result after 3ds Authentication.

Sample Response:

"success": true,
"receipt": "228506125105",
"merchantProvidedOrderNumber": "order_101"

4.6 Delete Token

The customer can delete a previously saved card (recognized by token) by the merchant’s request to the “Delete” API.

Parameters to be passed:

° cardld — Customer’s Card ID
° customerld - Merchant’s customer ID
° customerEmail - Customer’s email address

DELETE ~ {{wxpurli}/apifcards

Params Authorization e Headers (11) Body ® Pre-request Script Tests Settings

Crnene O form-data (O x-www-form-urlencoded @ raw (O binary (O GraphQL  JSON -~
1 {
2
3 "cardId”: "4111111111",
4 "customerId™:  "1987",
5 "customerEmail™: - "johndoe@gmail.com”
& 1
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Sample Response:

Body Cookies Headers (11) TestResults

Pretty Raw Preview Visualize JSON  ~
1
2 "success": true
ER

4.7 Pay from Session

WEB X PAY

SIMPLE - SWIFT - SECURE

Customer can pay once without tokenizing their card. This is one-time payment. The restraint here
is that the customer cannot pay from an already used card.

Parameters to be passed:

° amount - The amount to be paid by the customer.

° session — Generate from hosted session. (Refer Hosted session code)
° orderNumber - Merchant’s order number (Provided by the merchant)

° currency - Provide currency (LKR or USD

bankMID - Bank MID provided by WEBXPAY.
secure3dResponseURL - URL to return payment result after 3ds Authentication.
customer - Merchant’s customer (Provided by merchant end)

POST

W {{wxpurl}}/apifcards/pay/session3ds

Params

) none

Woea s @ s o e

I e e e =
S @ G~ o f g o S @

Sample Response:

Page | 9

Authorization e Headers (11) Body »

) form-data O x-www-form-urlencoded Q@ raw () binary

"amount"-:- 188,
"SESSION2B02669471602L6634773F23",
"orderMumber"”: - "order_181",

"session":

"currency™: - "LKR",
"customData™:  "ABCD",
"bankMID": "{{bank_mid}
"secure3dResponseURL

http://localhost:3333/Final_url.php",
"customer™:{
“ign: "gggn,

"city": "abc",
"country":-"abc",
“Ffirstlame" : "james",
"lastlame"  : "gordan",

"g111111111",

"abc - streest”,

"contactMumber" - :
"addressLineOne™ :

"email" : "apc@gmail.com”,

"postallode"” @ "12345"
}
"success": true,
"receipt": "228506125105",
"mexrchantProvidedOrderNumbex":
}

Pre-request Script Tests

Settings

(O Graph@QL  JSON -

"order_101"
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If you receive a response similar to the image below, it means you have to display the result of “html3ds” in the browser.
This HTML will redirect customers to perform a 3ds Authentication with the bank that their card provided.

Body Cookies Headers (10) Test Results @3 Status: 200 OK  Time: 4.51s Size: 2.2KB  [F) Save as Example o
Pretty Raw Preview Visualize JSON v = B Q
1 f
2 "error”: true,
B "type": "3ds",
4 “explanation”: "3ds Rediret required to complete the transaction”,
s “htnl3ds”: "<html>chead><title>Process Secure Payment</titlescmeta http-equiv=\"content-type\" content=\"text/html;charset=UTF-8\"><meta

name=\"description\" content=\"Process Secure Payment\">cmeta name=\"robots\" content=\"noindex\">cstyle type=\"text/css\">body
{font-family:\"Trebuchet MS\",sans-serif; background-color: #FFFFFF; Hmsg {border:5px solid #666; background-color:#fff; margin:20px;
padding:25px; max-width:40em; -uebkit-border-radius: 1@px; -khtml-border-radius: 10px; -moz-border-radius: 18px; border-radius: 10px;}
#submitButton { text-align: center ; }J#footnote {font-size:0.8em;}¢/style></head><body onload=\"return window.document.echoForm.submit()\"><form

name=\"echoForm\" method=\"POST\" action=\"https://ap.gateway.mastercard.com/acs/visa/v2/prompt\" accept-charset=\"UTF-8\"><input type=\"hidden\"
name-\"creq\" value-\"eyJ@aHJ1ZURTU2VydmVyVHIhbnNIRCI6ImRmYZFmNDAWLWIyODMENDNIZ1hOGHXLWHY Y AWM I3MIyZiI9\ " ><noscript><div id=\"msg\"><div
id=\"submitButton\"><input type-\"submit\" value-\"Click here to continue\" class=\"button\"></div></div></noscript></form></body></html>",

“3ds_iframe_body”": "<div id=\"threedsChallengeRedirect\"” xmlns=\"http://ww.u3.org/1999/html\" style=\" height: 100vh\"> <form id
=\"threedsChallengeRedirectForm\" method=\"POST\" action=\"https://ap.gateuay.mastercard.com/acs/visa/va/prompt\" target=\"challengeFrame\">
<input type=\"hidden\" name=\"creq\" value=\"ey]0aH]1ZURTU2VydmVyVHInbnNIRCI6 ImRmY zFmNDAWLWIyODMENDNIZi1hOGMxLIMyYIAuMI3MITyZiI9\" /> </Form>
<iframe id-\"challengeFrame\" name-\"challengeFrame\" width-\"108%\" height=\"100%\" »</iframe> <script id-\"authenticate-payer-script\"> var
e=document. getElementById(\ "threedsChallengeRedirectForm\"); if (e) { e.submit(); if (e.parentNode !== null) { e.parentode.removeChild(e); } } </
seript> </div>"

.

Once this process is done. Customer will be redirected back to Merchant Website using provided.
“Secure3dResponseURL” in the request.Merchant will be receiving the payment result through the URL as base64string.

Sample:

https://localhost/secure3dsPaymentResult?result3ds=eyJTdWNjZXNzljpOcnVILCISZWNIaXBO0ljoiVDI1M
DkyMDIwSTIZIMTUwNCIsIkllcmNoYW50UHJvdmIkZWRPcmRIck51bWJlcil6Ind4cF90ZXNOMDMOIN0=

Once you Decode the Base64 string provided in “result3ds” you will get the payment response

4.8 CUP Integration

Authentication process is same as the previous and only the change you have to do is the MID change and you no need to
generate the session.

End point: /cards/paycorp/save

‘ POST hd https:/itokenize.stagingxpay.info/api/cards/paycorp/save
Params Authorization e Headers (12) Body & Scripts Tests Settings

O none O form-data (O x-www-form-urlencoded Q raw (O binary (O GraphQL JSON ~
14
2 "currency”: "LKR",
3 "bankMID"  : "DFCCPAYCORPTOKENLKR™,
4 "secure3dResponselURL":"http://localhost:3333/final_url.php”,
5 "customData":"harsh”,
6 "customer”: §
7 "id": "1988",
s ‘email” ! "harsh@gmail.com",
9 "firstName": - "james",

1@ "lastName” - : - "goxrdan”,

11 ‘contactNumber”:  "®111111111",

12 ‘addresslinelne”: "sample linel",

13 "city": "colombo",

14 "postalCede": "781B1",

15 "country”:-"srilanka"

16

17 H

18 B

Once sending the request you will receive the “paymentPageUr]” to move forward.

Pretty

[ I S

Raw Preview Visualize JEON —=

i

"eype': "url®,
"explanation”: "card capture required to complete the transaction®,
"paymentPagelUrl": "https://paycorp-dfcc.prod.aws.paycorp.lk/webinterface/app/payment?reqid=raWl1QUNTROHsITuxAZD"

]

For the session pay use Endpoint as: /cards/pay/paycorp
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4.9 Amex Integration

POST w https://tokenize.stagingxpay.info/apifcards/save3ds
Params Authorization e Headers (12) Body e Scripts Tests Settings

O none (O form-data () x-www-form-urlencoded © raw () binary (O GraphQL  JSON ~
1 g
2 "session” 1 "SESSIONGGE2364981819G36145339M1",
3 "currency”: "LKR",
4 "bankMID" - :- "TEST9170@137012",
5 "secure3ddResponseURL" : "http://localhost/secursddsPaymentResult”,
6 "customer”™:-{
7 'id": "1938",
8 ‘email”: "harsh@gmail.com",
g ‘firstlams": “james”,

18 ‘lasthame” - "gordan®,

11 ‘contactNumber”: - "©111111111°,

12 ‘addresslLine0ne”: “sample linel",

13 ‘city”: "colombo”,

14 'postalCode”: "78151",

15 "country”: "srilanka"

16 T

17

Session generation URL:
https://nationstrustbankplc.gateway.mastercard.com/form/version/72/merchant/TEST9170137012/session.js

5. Test Cards

411111111111 1111 - Visa With 3DS
5111111111111118- Master Without 3DS
4564 4564 4564 4564 — Cup and Amex Test
4508 7500 1574 1019 - Visa With - 3DS
4012 0000 3333 0026 - Visa Without 3DS
5123 4500 0000 0008 - Master With - 3DS
(with any future expiry and 3 digits of CVV)

6. Setting Live

When setting to live following Details should change.
APl URL must change from https://tokenize.stagingxpay.info/ to https://commtoken.webxpay.com/.

Authentication Username and Password [This will be given by WEBXPAY]

Staging Merchant ID:

Token Integration - TESTWEBXPATOKLKR
Non-Token Integration - TESTWEBXPAYNOLKR
CUP Integration - DFCCPAYCORPTOKENLKR
Amex Integration - TEST9170137012

Please contact WEBXPAY technical team via technical@webxpay.com to get live environment merchant 1D,
Authentication username and password for your store.

k%

Page | 11


mailto:technical@webxpay.com

